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1 Introduction

This document provides definitions and explanations for the application layer of the radio interface that is
applied between a mioty end-point and a mioty base station. It describes the application layer format and
the application security on a technical level.

The intention of this specification is to reach interoperability of mioty devices especially by including the
application layer. It is directed to system and security architects as well as developers of mioty end-points

and systems.
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2 Application layer format

The mioty application layer format enables the transport of differently structured application layer payloads
via mioty. It is a very flexible and extensible approach that allows to integrate existing and future protocols.
It is also optimized for the design of tailored payloads for specific applications.

To gain this flexibility, the application layer itself is not defined by a protocol, but via a format description,
standardizing the way, how a payload format is described. This allows to seamlessly integrate present
end-point data formats or protocols by describing the currently used structure in standardized formats.
New devices can be designed according to their individual requirements or preferences without any strict
protocol limitations. The interpretation of the payload is solely based on the format description, any
payload is supported if a format description is provided.

Besides the flexibility, a format description also inherently separates the semantics from the actual data.
This separation is very beneficial for an LPWAN system with typically limited bandwidth and battery
powered end-points. Only dynamic information is transmitted over the radio link, static information is
instead bound to the identity of the end-point and thus assumed to be known by all entities which require
the static information.

In this context, the actual data (i.e. sensor readings) are considered as dynamic information, potentially
changing from one telegram to the next and thus must be transmitted over the radio link. The structure or
format of the data though is usually much more persistent and can be considered as static information.
Semantics flexible enough to support a wide variety of data and also provide extensibility for future
applications require a certain level of verbosity. For a typical end-point, the semantics of the data or
framing information might make up a significant portion of the total transmission, sometimes exceeding
the actual data. The separation of dynamic and static information offers great potential for increased
efficiency and capacity of the entire network.

Accordingly the application layer format description is not transmitted by the end-point via mioty. Instead
it is linked to an end-point in the same way as i.e. the EUI or the cryptographic keys. The provisioning of
the format description is a background process that is not described in this document.

2.1 MAC payload format ID

The MAC layer of mioty provides the so-called MAC payload format (MPF). This optional field can indicate
a dedicated payload format in addition to the payload format description of clause 2.2. In case of an end-
point with multiple application layer formats or in scenarios where a fixed assignment is not beneficial, the
MAC payload format field can be used to provide information alongside with the radio transmission.

The MAC payload format ID is divided into two ranges by the ETSI LTN specification [1], the reserved
values (0x00 to OxBF) and the custom values (OxCO to OxFF). The reserved range is used to specify
standardized formats which are identical across different devices. These values must be agreed on in a
standardization process. The custom range instead can be used to indicate device specific formats. These
values can be used by any device at will and do not require any standardization. Table 1 lists the current
assignments of formats to format IDs.

Table 1 Format ID assignments

Format ID Name Description
(MPF Field)
0x00 Default Device specific default payload, implicitly assigned if no other
format is specified
0x01 to Ox7F Reserved Reserved
0x80 M-Bus Indicates an M-Bus format as next layer, starting with Cl-field [2]
0x81 M-Bus (APL only) Indicates M-Bus APL data, starting with a data information block
(DIB) [3]
0x82 |O-Link Indicates an 10-Link application layer format as next layer [4]
0x83 M-Bus Adaptation | Indicates an M-Bus format as next layer, using adaptation
Layer (MBAL) Layer, starting with MBAL [10]
0x84 to Ox9F Reserved Reserved
mioty® Application Layer Specification v1.1.0 6|35
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0xA0 to OxBF Reserved Reserved for mioty® technology
0xCO to OxFF Custom Device specific payload format

Standardized formats such as M-Bus or 10-Link, can be interpreted based on their respective protocol
definition but this is out-of-scope of this document. To achieve mioty application layer compatibility, a
format description according to clause 2.2 shall be provided for all format IDs used by the end-point.
Format IDs must only be used for transmissions with payloads in accordance with the associated format
or protocol.

Custom, device specific formats are used to switch between different format descriptions provided for a
device. For example an end-point might transmit multiple different, device specific payloads. In this case
the end-point uses different device specific format IDs, transmitted via the MAC payload format field, to
indicate the format of the current transmission. The interpretation of the data is then done according to
the format description for the indicated format ID.

Format ID 0 is the default ID and is implicitly assigned if no MAC payload format is specified. This allows
to transmit the standard payload without any overhead and only include a MAC payload format ID for less
frequent or special transmissions. The ID 0x00 is therefore defined as a special reserved value which can
be used by any device for the default, device specific payload. Other values of the reserved range must
not be used for device specific payloads.

2.2 Payload format description

The payload format description, also called blueprint, contains all information, required to interpret the
payload of an end-point device. In other words, it provides the semantics for the raw data transmitted via
mioty to allow mapping bits and bytes in the payload to information (i.e. sensor values). These mappings
can apply to uplink transmissions from the end-point as well as to downlink transmissions to the end-point
in the case of bidirectional end-point devices.

2.2.1 Blueprint format and identifiers

The payload format description is contained in a JSON file according to the JSON standard [5].

Every blueprint must be assigned a unique ID ("typeEui") from the vendors IEEE EUI64 range.

2.2.2 Architecture
The example shown in Table 2 illustrates the architecture of the blueprint.

More details about the contents of the blueprint are provided in the following section.

Table 2 Payload format description example

{

"version":"1.0.0",

"typeEui" :"70ABC5C1F000A000",

"meta": {
"name" : "Example Sensor Bidirectional",
"wvendor" : "BehrTech"

},

"uplink": [{
"id":0,
"crypto":0,
"payload": [{"name":"temp", "component":"temperature"},
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{"name" :"flags", "component":"4bitnumber"}]

oA
"id":192,
"crypto":0,

"payload": [{"name":"temp", "component":"temperature"},
{"name" :"flags", "component":"4bitnumber"},
{"name" :"calib" ,"size":8,"type" :"binary"}]
H,
"downlink": [{
"id":o0,
"crypto":0,
"payload":[{"name":"flagsl", "component":"4bitnumber"},
{"name" :"flags2" , "component":"4bitnumber"}]
H,
"component" : {
"temperature": {
"size":12,
"type":"uint",
"funec":"$ / 10",
"unit":"°C"
},
"4bitnumber": {
"size":4,

1] type" : "uint"

2.2.3 Version and unique type ID
Table 3 Version and unique type ID

Key Type Description
version string Specification version of the format description, as defined by this
document
typeEui string Unique IEEE EUI identifying the specific blueprint file, [0-9A-F]{16}

The version and typeEUI keys are mandatory in the structures root.

2.2.4 Metainformation

Table 4 Meta information
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Key

Type

Description

meta { }

object

Object containing metadata, optional

The meta { } section is designed to map additional meta information to a specific end-point type. Metadata
objects can be defined without limitation and might include vendor name, device type, firmware versions

and more.

2.2.5 Uplink formats

Table 5 Uplink formats

Key

Type

Description

uplink [{ }]

array

Array of uplink format objects

The uplink [{ }] section defines the composition of the messages send from an end-point to a base station.
Every uplink format object describes the format for one payload format ID.

2.2.5.1 Uplink format object

Table 6 Uplink format object

Key Type Description

id int ID of the payload format described in this object

crypto int Application crypto mode used (as specified in Table 19), optional,
default 0 (no crypto)

littleEndian boolean Bit and byte order of the payload (true equals little endian) as
specified in 2.2.10, optional, default false

payload [{}] array Array of payload components as specified in 2.2.7

virtual [{ }] array Array of virtual values as specified in 2.2.8, optional

The payload array contains a component description for every component in the payload. The format for
the component description is specified in 2.2.7.

2.2.6 Downlink formats

Table 7 Downlink formats

Key

Type

Description

downlink [{}]

array

Array of downlink format objects, optional, bidirectional end-
points only

The downlink [{ }] section defines the composition of the messages sent from a base station to an end-
point. Every downlink format object describes the format for one payload format ID.

2.2.6.1 Downlink format object

Table 8 Downlink format object

Key Type Description
id int ID of the payload format described in this object
crypto int Application crypto mode used (as specified in Table 19), optional,
default 0 (no crypto)
littleEndian boolean Bit and byte order of the payload (true equals little endian) as
specified in 2.2.10, optional, default false
payload [{}] array array of payload components as specified in 2.2.7

The payload array contains a component description for every component in the payload. The format for
the component description is specified in 2.2.7.
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2.2.7 Payload description

Every uplink and downlink format object contains a payload [{ }] array to describe the payload components

of the format.

The order of the components in the payload array also defines the order for the interpretation of the byte
sequence for uplink messages or the order of the assembled byte sequence for downlink messages.

Payload component descriptions can be

one of the following:

* An inline description of the component (specified in 2.2.7.1)

* A reference to a component (specified in 2.2.7.2)

Different types of payload component descriptions might be used in one payload format description.
Component names must be unique within one format description.

The combined declared size of all described payload components must be equal to the total payload size
of the message to be interpreted. To explicitly accept variable sized uplink messages, the last component
might declare a size of -1 to absorb the remaining payload. In this case the effective size of the last
component is equal to the size left after interpretation of all previous components. The datatype based
size restrictions specified in 2.2.9.2 must be considered.

2.2.7.1 Inline payload component description

Inline payload component descriptions contain all required information directly. Please see section 2.2.9

for the required keys.

Table 9 Inline payload component description

Key Type Description
name string Name of the component, must be unique within this format ID
and match pattern [a-zA-Z][a-zA-Z0-9_]*
Attributes of the component as specified in 2.2.9
condition string Condition for the component to be present as specified in 2.2.12,
optional
label string Label for the component, human friendly display name without
pattern restrictions, optional
description string Description for the component, provides extra information about
the component, optional
Example:
{"name" :"Pressure", "size":16, "type":"uint", "unit":"hPa"}

2.2.7.2 Component reference

A component reference references a component description from the component section described in
2.2.9. It is equivalent to an inline component description containing all the keys from the referenced

component.
Table 10 Component reference
Key Type Description

name string Name of the component, must be unique within this format ID
and match pattern [a-zA-Z][a-zA-Z0-9_]*

component string Referenced component description

condition string Condition for the component to be present as specified in 2.2.12,
optional

label string Label for the component, human friendly display name without
pattern restrictions, optional

description string Description for the component, provides extra information about
the component, optional

mioty® Application Layer Specification
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Example:

{"name" :"AccelerationX", "component":"acceleration"}

2.2.8 Virtual values

Virtual values are values, which not directly represent payload bits but instead are derived from one or
multiple payload components.

Virtual values can be used to provide additional, higher level values. For example a sensor might provide
a voltage and current reading, which are both described as payload components. An addition virtual value
can be used to provide the product of the voltage and current components as a power reading.

Virtual values are interpreted after all components have been interpreted, thus conditions for virtual values
might use all component values.

Virtual values themselves cannot be referenced by functions or conditions.

Table 11 Virtual values

Key Type Description

name string Name of the value, must be unique within this format ID and
match pattern [a-zA-Z][a-zA-Z0-9_]*

func string Mathematical function to calculate the value as specified in
2.2.11

unit string Unit of the component, optional, SI unit symbols shall be used
where applicable

condition string Condition for the value to be present as specified in 2.2.12,
optional

2.2.9 Component description

Table 12 Component description

Key Type Description
component { } object If a component was referenced in the uplink or downlink
section, it must be described in the component section

The component { } section of the blueprint allows to describe reusable components which can be
referenced by format descriptions.

The key for every component in the component object is user defined and must be unique within the
blueprint. Component references must use this key to reference the component.

2.2.9.1 Component attributes

Table 13 Component attributes

Key Type Description
size int Size of the component in bit, might be set to -1 to absorb the
remaining payload, size:-1 can only be used for the last
component defined in the payload [{}] section and component
must be of type string or binary

type string Datatype of the component as specified in 2.2.9.2

unit string Unit of the component, optional, SI unit symbols shall be used
where applicable

hidden boolean Visibility of the component (true equals hidden), optional,

default false
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func string Mathematical function to calculate this components output
value as specified in2.2.11, optional

2.2.9.2 Component datatypes
Table 14 Component datatypes

Type Description

int Signed integer in two's-compliment, size must be <=64 bit

uint Unsigned integer, size must be <=64 bit

float Floating point number according to IEEE 754, size must be 16, 32 or
64 bit

bool Boolean, values !=0 are evaluated as true

string String of UTF-8 characters, size must be a multiple of 8

binary Binary data, the unchanged, unconverted user data is represented in
base64, most significant bits of most significant byte 0-padded if size
is not a multiple of 8

2.2.10 Endianness

The payload can be interpreted with little endian or big endian bit and byte order. Bit and byte endianness
are linked, mixed endianness might be handled via individual component functions but is considered out
of scope for this specification.

The bit endianness defines the bit assignment to components with non-byte aligned boundaries or
misaligned component bytes, where one payload byte is split into different components or component
bytes. The bit order does not alter the interpretation of the bits itself, this is considered a machine internal
matter. Also the payload bytes are still interpreted in the order delivered by the network, starting with the
first byte of the payload array.

For big endian bit order, the most significant bit of a payload byte is considered first in the bit stream and
is assigned to component bytes first. For little endian bit order the least significant bit of a payload byte is
considered first in the bit stream and is assighed to component bytes first.

The byte endianness additionally applies to components of integer or floating point types for conversion
to host byte order. Byte boundaries for endianness conversions are defined to be aligned with the least
significant bit of the component, regardless of the overall byte alignment within the payload. Partial bytes
for components with non-multiple of 8 bit sizes accordingly contain the most significant bit of the
component. When endianness conversion is conducted, a partial MSB byte is zero padded, retaining the
original numerical value of the component.

Example:

2 byte payload data: Oxab, Oxcd

Bit representation for big endian bit order: 1010 1011, 1100 1101
Bit representation for little endian bit order: 1101 0101, 1011 0011

Bit assignment to one 4 bit component, followed by one 12 bit component:
Big endian bit order: 1010, 1011 1100 1101
Little endian bit order: 1101, 0101 1011 0011

Zero padding of partial MSB bytes:
Big endian bit order: 0000 1010, 0000 1011 1100 1101
Little endian bit order: 1101 0000, 0101 1011 0011 0000
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Component value for interpretation as unsigned integers:
Big endian bit order: 10 (0x0a), 3021 (0x0bcd)
Little endian bit order: 11 (0x0b), 3290 (Oxcda)

2.2.11 Functions

Table 15 Function literals

variables Input value of the enclosing component: $
Input value of other components: $<component name>
Calibration values: $calibration.<calibration value name>

constants numeric literals as specified in 2.2.14
operators Operators as specified in 2.2.15
parenthesis ()

Functions can be used to apply conversions to the input value of a numeric or boolean component. For
example, unit conversions or the application of calibration factors and offsets might be expressed via
functions. The operands of the equation can be constants or variables. Only integer, floating point or
boolean components might be used as variables. The value of the component is available through $.

Functions are evaluated in double precision floating point, precision loss must be considered when using
integer values with more than 53 bit of precision. Logical and bitwise operations are performed after
rounding the operands to the nearest integer value.

Other component variables refer to the input value of these components, before any functions are applied.
Example:

round ($ - 273.15)

Result:

input value is converted from Kelvin into degree Celsius and rounded to nearest integer

2.2.12 Conditions
Table 16 Condition literals

variables Input value of previously described components: $<component name>
Size of the payload: size

constants numeric literals as specified in 2.2.14

operators Operators as specified in 2.2.15

parenthesis ()

Conditions allow the evaluation of expressions based on previous components to determine the presence
of the enclosing component. This enables the specification of runtime dynamic payloads based on
conditions to be met (i.e. enable a component based on flags in a legacy format header located at the
beginning of the payload).

Conditions are evaluated in double precision floating point, precision loss must be considered when using
integer values with more than 53 bit of precision. Logical and bitwise operations are performed after
rounding the operands to the nearest integer value. The result is interpreted as a boolean true or false
value with O representing false and any non-zero value representing true.

Component variables refer to the input value of these components, before any functions are applied.

Example:
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"payload": [
{"name" :"valve", "component":"valvestate"},
{"name":"pipe pressure", "condition":"$valve == 0x01",

"component" :"pressure"}]

Result:

If the value of the component {} "valve" equals 0x01, the component {} "pipe_pressure” is present in the
payload, otherwise it is not present and the interpretation is skipped without consuming raw payload data
for the component.

2.2.13 Calibration

For some devices it might be necessary to provide per device calibration data to allow proper
interpretation and conversion of the payload components.

Such calibration values can be defined in the calibration section of the blueprint. The calibration section
is a subobject of the blueprint JSON object at the top level named "calibration". It contains one name-
value-pair for each calibration value. Every value defined here can be used from within functions as a
variable using the "$calibration.” prefix. The values specified in the blueprint are the defaults if no device
specific calibration data is provided. If separate device specific calibration data is provided, the default
values are replaced with the according device specific values when interpreting the payload of a device.

Device specific calibration data must be provided as a JSON structure containing a single calibration
object containing the values to replace according to defaults of the blueprint. Calibration values not
included in the device specific calibration data remain at the blueprint defaults.

Example:
{
"calibration":{
"tempOffset":0.12,
"pressOffset":1.23

}

2.2.14 Numeric literals
Numeric literals can either be integer or floating point literals.

Integer literals must be a decimal, octal, or hexadecimal constant. The base or radix is specified as
decimal by default and can be changed via the according prefix: 0x or OX for hexadecimal, O for octal.

Floating-point literals might comprise an integer part, a decimal point, a fractional part and an exponent
part in this order. Floating point literals must comprise a decimal point, an exponent, or both and must
comprise an integer part, a fractional part, or both. Integer part and fractional part must be separated by
a decimal point, Exponents can be signed and must be separated by e or E.

Additionally the predefined numeric literals specified in Table 17 can be referenced via their respective
name.

Table 17 Predefined numeric literals

Name Description
pi Archimedes’ constant, 3.14159...
e Euler’s constant, 2.71828...
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2.2.15 Operators

Operator precedence, usage and meaning is according to the ANSI C standard.
Non-function operators must use infix notation, function operators must use prefix notation with the
comma separated arguments provided in braces. Details are shown in Table 18.

Table 18 Operators

arithmetic +-,%51L%

relational ==,15,<,>,<=5,>=

logical &&, ||, !

bitwise & [, 1~ <<, >>

functions abs, acos, asin, atan, atan2, ceil, cos, cosh, exp, floor, In, log, max, min, pow,
round, sin, sinh, sqrt, tan, tanh

Example:
1+ pow(2,3)*4

Result:
33
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3 Application layer cryptography

The application layer cryptography can be used as an additional layer above the mandatory network level
cryptography. It allows to establish an end-to-end encrypted channel for the application data and thus can
provide secure communication via potentially untrusted networks or separate the access to application
data from other applications and network management.

It is highly recommended to use application layer cryptography in all cases where the mioty network is
not exclusively owned and operated by the same entity as the application. Or more general whenever the
group of people with access to the network is different to the group of people with access to the application
data. Without application layer cryptography the application data plaintext is available to every network
component of the mioty network and thus every person with access to any of these network components.

The application layer cryptography is based on a dedicated, preshared application key. Analogue to the
network key it is recommended to use device specific application keys to minimize the impact of a
compromised key and to allow access control on a per device basis. It must also be noted, that using
identical keys for network and application layer cryptography negates any additional protection provided
by the application layer cryptography. It is strongly advised to use independent procedures for network
and application layer key assignment to avoid any correlations between the keys.

For cryptographic procedures, the end point operation is segmented into sessions. A session shall be
defined as a period in which one session specific application key, called application session key, is used.
For bidirectional end-points using over-the-air attachment, a session is delimited by an over-the-air
attachment procedure. Each successful attachment procedure terminates the previous session and starts
a new session. Unidirectional end-point using preattachment, on the other hand cannot initiate a new
session and instead operate in a single lifetime session. Session specific application keys, called
application session keys, are derived from the application key. The procedure to generate the application
session key is described in section 3.1.

Application layer cryptography can be used with or without separate authentication information and
counter. In scenarios where the network is trusted to not provide invalid or forged data, the authentication
can rely on the network level CMAC in order to avoid additional overhead (confidentiality mode). In this
case the application layer cryptography does not inflate the packet size. For untrusted networks, i.e. in
the case of a publicly operated or shared network, a separate application layer authentication shall be
used to ensure the validity of the received packet (authenticity mode).

These modes still both reuse the packet counter provided by the network layer to reduce overhead. If a
fully network agnostic application layer cryptography is preferred, a separate application packet counter
can be used (agnosticity mode). This avoids any interdependencies between the transmitted application
payload and the network packets this data is transmitted in. Therefore it can simplify scheduling of
transmissions at the cost of the additional overhead.

In any of these cases, the encryption of the application layer data is based on the same procedures
introduced by the network layer cryptography. Accordingly, the AES [6] block cipher with a key length of
128 bit is used in a counter mode of operation to translate between plaintext and ciphertext. This allows
the encryption of arbitrary data lengths without padding to block boundaries. The procedure is described
in detail in section 3.3.

Authenticity mode augments the application layer encryption with a separate application layer
authentication. Again, the procedures follow the network layer authentication with an AES128 based 32
bit CMAC (cipher-based message authentication code) [8] [9] based signature. Section 3.4 illustrates the
CMAC generation in detail. The 4 most significant bytes of the CMAC form the application signature.

Additionally, the application layer cryptography can implement the concept of perfect forward secrecy
(PFS) to minimize the impact in the case of an attacker gaining access to any current application keys.
PFS can be combined with confidentiality, authenticity or agnosticity mode as required. The PFS concept
is described in section 3.2.

mioty® Application Layer Specification v1.1.0 16|35
The authors reserve the right to change specifications without notice.



Table 19 summarizes the application layer cryptography modes and their properties. End-points are not
required to support all modes but can only offer the suitable mode(s) for their according application.
Application centers need to support all specified modes to ensure interoperability with all end-points.

The application cryptography mode or modes are tied to the end-point via application layer format
information as described in section 2. Using an application layer cryptography mode different to 0x00,
requires the according crypto declaration inside the application layer format description as specified in
2.25.1 and 2.2.6.1.

Table 19 Application layer cryptography modes

Mode Name Overhead Encryption Authentication Counter
0x00 a, | No application | 0 Bytes - - -
b cryptography
0)
0x01 b | Confidentiality AES 0 Bytes AES128-CNT - -
)
0x11 Authenticity AES 4 Bytes AES128-CNT AES128-CMAC -
(17)
0x21 b | Confidentiality AES PFS | O Bytes AES128-CNT - -
33)
0x31 Authenticity AES PFS 4 Bytes AES128-CNT AES128-CMAC -
(49)
0x41 ¢ | Agnosticity AES 7 Bytes AES128-CNT AES128-CMAC 32/24 Bit
(65)
0x51 ¢ | Agnosticity AES PFS 7 Bytes AES128-CNT AES128-CMAC 32/24 Bit
(81)
a Encryption provides protection of the application data plaintext against unauthorized access
within the network. Without encryption the application data plaintext is available to all network
components and any party with access to any of these network components.
b Authentication provides protection against the injection of forged or erroneous application data
by a malicious or malfunctioning network. Without authentication every network component must be
trusted not to provide invalid application data.
C A separate counter for the application layer allows transmitting encrypted application data
independently from lower network layers and their counters.

3.1 Session specific key

The derivation of the application session key depends on whether the end-point is using over-the-air
attachment or preattachment.

3.1.1 Preattachment

The application session key for preattached end-points is identical to the preshared application key. These
end-points operate in a single life-time session.

3.1.2 Over-the-air attachment

End-points utilizing the over-the-air attachment procedure, start a new session with each successful over-
the-air attachment. The application session key is derived from the application key during the attachment
procedure. It is based on a 4 byte attachment nonce and a 4 byte attachment signature, which are
generated on the end-point in the application domain and network domain respectively. Attachment nonce
and attachment signature are propagated via the attach request and the network to the application center
so the identical application session key can be derived in the end-point and the application center.

The attachment signature is generated based on the network key and is used in the network domain to
verify the end-point identity before accepting an attachment. It can be seen as pseudo random data from
the application layer perspective. The attachment nonce has to be provided by the end-point application
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domain and is primarily intended to guarantee different session keys for every session. When no
application cryptography is used, the attachment nonce is set to the attachment counter, which is
incremented for every attachment.

When application cryptography is enabled, the attachment nonce is used to allow an additional end-point
identity verification in the application domain. From a functional perspective the attachment nonce can be
seen as a second signature on the application layer in this case. Therefor the attachment nonce is
generated by computing a CMAC to cryptographically sign the over-the-air attachment. The input for the
CMAC procedure is the initialization vector depicted in Figure 1.

End Point EUI64 OxFF | 0x10 Attach Counter OXFFFF

8 Byte 1Byte 1Byte 4 Byte 2 Byte

Figure 1: Attachment nonce initialization vector

Computation of the CMAC [8] [9] from the initialization vector is done using the application key and no
additional data blocks according to the procedure shown in Figure 2. The computation of the required
subkey K1 is illustrated in Figure 8. More information about the CMAC computation procedure in general
can also be found in section 3.4.

‘ Initialization Vector ‘

) 4

T

Y

AES 128

Application Key Block Cipher

Encryption

A 4
CMAC

Figure 2: Attachment nonce CMAC computation procedure

The CMAC is then truncated to the 4 most significant bytes to form the attachment nonce. The end-point
identity can be verified in the application domain on the backend side by repeating the computation and
comparing the result to the attachment nonce provided by the end-point.

It must be noted, that utilizing the attachment nonce as a secondary application layer signature implies,
that the same attachment nonce might be reused at some point as the CMAC result can be seen as
pseudo random. Though as the following paragraphs show, this does not result in the same application
session key being reused. This scenario requires a repeated usage of the same combination of
attachment nonce and attachment signature which is statistically irrelevant for the lifetime of an end-point.

To generate the application session key, the attachment nonce and attachment signature are preceded
with the end-point EUI to form the 16 byte application session key seed vector depicted in Figure 3.

End Point EUI64 Attachment Nonce Attachment Signature

8 Byte 4 Byte 4 Byte

Figure 3: Application session key seed vector
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This application session key seed vector is then processed as one block in an AES128 ECB step using
the application key as illustrated in Figure 4. The resulting ciphertext of the application session key seed
vector represents the application session key for the current session and is used for all cryptographic
purposes on the application layer during this session.

Seed Vector

AES 128

Application Key Block Cipher

Encryption

\ 4

Application Session Key

Figure 4: Application session key computation procedure

The key derivation procedures are designed to rely solely on common cryptographic functions which are
required for data encryption and authentication also. This avoids the necessity for additional cryptographic
capabilities in end-point devices.

3.2 Perfect forward secrecy

Perfect forward secrecy describes a concept, where encrypted data remains protected in the case of a
future breach, leaking cryptographic keys to an attacker. This can be achieved by deriving the current key
in use in an irreversible way from a previous key and securely erasing the previous key immediately after.
More specifically the previous key itself or a seed vector might be transformed into a new key via
processing it with a cryptographic algorithm. This basically encrypts the previous key and thus makes a
recovery infeasible if the previous key is erased, assuming a secure cipher is used.

The application of this concept to mioty poses some challenges due to the limited bandwidth, long
latencies and no overall guarantees in regards to the connectivity in contrast to common broadband IP
connections. The following sections provide information about special security implications which must
be considered when perfect forward secrecy is applied to mioty.

Perfect forward secrecy in mioty could either be done on a session basis or on a telegram basis. In the
first case it means, that the session specific application key for a previous session must not be recoverable
from the current application layer key. If the current key is compromised an attacker can only decipher
data from the current session, recordings of earlier transmissions remain protected. It must be noted that
this application of the concept might not provide perfect forward secrecy in the strictest form, where keys
should be erased immediately after being used.

Perfect forward secrecy on a telegram basis requires a new key for every telegram transmitted while any
previous keys must be erased. Accordingly no previously transmitted telegram can be deciphered by an
attacker in the case of a breach.

The additional security comes at the price of the necessity to keep the key iterations synchronized
between the application on the end-point and in the backend. This can be achieved via the attachment
counter on a session level and the packet counter on a telegram level. Basically this requirement is
already raised by incorporating the packet counter into the encryption procedure, though if perfect forward
secrecy is applied, it is no longer possible to randomly select a packet counter for any received packet.
Instead the key iteration can only be performed in ascending order, one at a time.
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Accordingly it might be necessary to iterate over a large range of packet counters when an end-point is
received again after a longer period of connection loss with no way to return to previous iterations by
design. This raises two concerns, the first is, that even a less computationally limited backend might
struggle with performing millions or billions of key iterations at once. Limiting the leaps on the other hand
can render end-points useless after prolonged intervals without connectivity. Especially when operating
via untrusted networks, the threat of denial of service attacks must also be considered.

The second concern is the potential to permanently invalidate end-points by a false positive on a
significantly advanced packet counter or attachment counter. When no application layer authentication is
used, a misbehaving or malicious network can cause this situation merely by reporting the reception of
the advanced packet counter. When application layer authentication is used, the issue is mitigated by the
application layer signature, though it can still cause elevated processing effort up to a denial of service
situation.

To limit the complexity of the implementation, PFS is supported on a per session basis in the mioty
application layer. This limits PFS support to end-points with over-the-air attachment capabilities.
Depending on the requirements of the specific application an end-point might initiate new sessions
regularly or on demand to create a protecting barrier for previous transmissions in case of a security
breach. If the strictest form of perfect forward secrecy is required, a new session must be initiated after
every transmission and keys must only be used for one transmission and erased immediately after the
transmission and the derivation of the following key.

When a PFS application cryptography mode is used, the procedures for the application session key
computation are adapted from the description in section 3.1. Instead of using the application key as a
permanent key from which every future session key is derived, it is only the initial key used once to create
the first session key. Successive session keys are derived from the according previous session key and
are only maintained until a new session is started via an attachment procedure.

This applies to the generation of the application session key seed vector, depicted in Figure 3, and the
generation of the application session key from this seed vector, depicted in Figure 4. In both cases the
application session key for the previous attachment counter is used instead of the initial application key
in the cryptographic ECB steps for all session but the very first session.

If the attachment counter experienced multiple increments since the last established session, i.e. due to
the end-point being outside of network coverage during an attachment attempt, multiple iterations of the
session key generation process have to be performed by the application center. Each iteration must only
increment the attachment counter by one until the counter value of the current attachment procedure is
reached.

After successfully completing the attachment procedure, any previous application session keys must be
securely erased on the end-point and in the backend. Only the current application session key must be
available throughout the entire network. Storing any application session keys or the initial preshared
application key beyond their active lifetime, delimited by the start of the next session, neutralizes the
benefit of the PFS concept.

3.3 Encryption

Application layer encryption uses the AES128 algorithm in counter mode of operation [7]. In counter mode,
depicted in Figure 5, an initialization vector is used as input for a block cipher to create a secret seed
vector. A block counter contained in the initialization vector must be incremented for every processed
block to ensure no seed vector is ever reused for a second block. The seed vector is then combined with
the plaintext of the message via an exclusive or operation to form the ciphertext. As the exclusive or
operation maps the data bit by bit, the ciphertext can be truncated to the size of the plaintext for shorter
plaintexts. If the plaintext exceeds the size of one block, the counter in the initialization vector is
incremented and the procedure is repeated until the entire plaintext message is encrypted.
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Figure 5: Encryption via block cipher in counter mode of operation

The exclusive or operation is trivially reversible thus reusing the same initialization vector for a second
block compromises security. Attackers might then recover the seed vector via known plaintext or gain
information from bitwise comparison of different blocks. mioty therefore includes a block counter and a
packet counter in the initialization vector, depicted in Figure 6.

The 16 bit block counter is incremented for every block within one packet and is reset to zero at the
beginning of a packet. The 32 bit packet counter is incremented for each packet and can only be reset
via an over-the-air attachment procedure. Thus for unidirectional End-points the packet counter must
never be reset, limiting the lifetime transmissions to approximately 4 billion messages. This corresponds
to approximately 540 years of operation at continuous transmission of one message every 4 seconds.

For cryptographic modes without a separate application packet counter, the packet counter is provided
by the network layer and the application is not required to keep a separate counter. In fact it is important
to note, that in this case the network provided packet counter must be used here because of the
dependency of the encrypted payload on the network layer packet counter. An encrypted payload can
then only be transmitted in the packet with the matching packet counter to allow successful decryption by
the recipient. Thus it is important to mark according application layer encrypted data as packet counter
dependent when downlink transmissions are scheduled. In the case of prescheduled messages it might
be necessary to provide encrypted data for multiple packet counters as it is not guaranteed that the uplink
transmission with a specific packet counter is received.

End Point EUI64 0x00 | Flags Packet Counter Block Counter

8 Byte 1Byte 1Byte 4 Byte 2 Byte

Figure 6: Initialization vector for counter mode

As noted earlier though, reusing the same packet counter and thus initialization vector more than once
compromises the security of the encrypted data due to the susceptibility against known plaintext attacks.
Thus prescheduling of multiple packet counters must only be allowed if these packet counters are
guaranteed not to be used for a different payload in the future. A deviation of this strict principle might be
acceptable for trusted network scenarios though the risk assessment has to be done on a per case basis.
If possible the issue should be avoided in general by using the uplink to downlink offset to schedule
downlink data on demand for one specific packet counter only.

Especially when operating with untrusted networks, it is also mandatory to keep track of the network
provided packet counters and reject duplicate packet counters. This is important for protection against
replay attacks in uplink direction as well as for the mitigation of the previously discussed known plaintext
attacks in downlink direction.
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For cryptographic modes with a separate application packet counter, this relation to the network layer is
removed. Here the application is required to keep its own packet counter and guarantee, that it is not
reused for any other transmission with the same application key. Accordingly application layer encrypted
data is not considered to be counter dependent from the network perspective and can freely be
transmitted in any packet without packet counter considerations.

Additionally the counter mode initialization vector includes the end-point EUI64 and a flags field. The flags
field is set to 0x10 for uplink transmissions and 0x11 for downlink transmissions. This ensures different
initialization vectors for uplink and downlink direction when the same counter is used. This is important to
avoid any dependency of an unused counter position on transmissions by the other side which might be
lost or corrupted. The inclusion of the EUI64 furthermore provides a unique sequence of initialization
vectors if the same application key is used for multiple end-points. It is still strongly recommended to use
individual application keys for every end-point for a maximum of security.

Decryption is identical to encryption in counter mode of operation with plaintext and ciphertext exchanged.
The block cipher is again used for encryption of the initialization vector but then the ciphertext is used as
second input for the exclusive or operation.

Basically the initialization vector for the application layer cryptography is identical to the network layer
cryptography initialization vector with the exception of the flags field. Setting an additional flag bit ensures
that application and network layer cryptography cannot neutralize each other in the case of an accidental
key match or the wrongful assignment of identical application and network keys.

3.4 Authentication

In application layer cryptography modes with authentication, i.e. authenticity or agnosticity modes, the
application data is followed by a Cipher-based Message Authentication Code (CMAC) [8] [9]. A CMAC is
based on a cryptographic key and a block cipher to generate an individual bit sequence verifying the
message data. Specifically, the application session key of the End-point and the AES128 cipher are
employed for the application signature computation.

Initialization Vector Ciphertext Block O Ciphertext Block n | Pad
D SP e BTN
> < Subkey
N WV

A,

AES 128 AES 128 AES 128

AppSnKey Block Cipher Block Cipher e Block Cipher

Encryption Encryption Encryption

I e

CMAC

Figure 7: CMAC computation procedure

As illustrated in Figure 7, the message ciphertext, preceded with an initialization vector, is injected into
the AES128-CMAC algorithm block by block until the entire message has been processed (encrypt-then-
MAC). Additionally, a subkey K1 is introduced with the last block. If the message size does not adhere to
block boundaries, the last block is padded and processed with a second subkey K2 instead.

The two subkeys are derived from the main key, which is the application session key, as shown in Figure
8. First a vector of all zeros is encrypted with AES128 using the application key. If the most significant bit
(MSB) of the ciphertext is zero, the subkey K1 is the ciphertext shifted to the left by one bit. Otherwise,
the ciphertext is additionally combined with the constant 0x87 via an exclusive or operation after shifting
it to the left by one bit to form subkey K1. Subkey K2 is then derived from subkey K1 by again either a
sole left shift or a left shift followed by an exclusive or operation with the special constant depending on
the MSB value. The reason for this procedure is beyond the scope of this document; please refer to the
AES128-CMAC specification [8] for more information.
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Figure 8: CMAC subkey generation procedure

The initialization vector used for the CMAC computation corresponds to the initialization vector of the
application encryption with the block counter set to OXFFFF, displayed in Figure 9. Setting the block
counter to a value which can never be used for encryption of a message block avoids leaking any
information about a valid block initialization vector via the CMAC.

End Point EUI64 0x00 | Flags Packet Counter OxXFFFF

8 Byte 1Byte 1Byte 4 Byte 2 Byte

Figure 9: Initialization vector for CMAC computation

The insertion of the initialization vector ensures, that all information required for a valid deciphering of the
message is also signed via the CMAC.

To verify a CMAC, the recipient computes the expected CMAC for the message and compares the result
of this computation to the received sequence. This also allows truncation of the CMAC to an arbitrary
width to accommodate different requirements for false positive resilience or bandwidth limitations.

The 32 most significant bits of the computed CMAC are used to form the application signature. As
specified in 3.6, the application signature is appended to the application data ciphertext if a cryptography
mode with authentication is used.

3.5 Application Packet counter

Application layer cryptography in agnosticity mode uses a separate application packet counter instead of
the network provided one. The application packet counter is a 32 bit counter which must never wrap or
be reused for different transmission while the same application key is used.

The 24 least significant bits of the 32 bit application packet counter are transmitted along the application
data by prepending it to the application data ciphertext as specified in 3.6. The bit order within the counter
field is big endian, therefore bit 23 of the application packet counter is located at the beginning of the
application layer payload. The remaining 8 most significant bits must be recovered from the previous
transmissions if a counter range of more than 24 bits is required within one session of an end point.

For agnosticity mode, the application packet counter is also included in the input when generating the
application signature with the procedure described in 3.4. All application layer cryptographic procedures
use the application packet counter in the according initialization vectors in the place of the network layer
packet counter.
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3.6 Payload format

The format of the payload provided to the network layer depends on the employed application layer
cryptography mode and its comprised payload components.

When application layer cryptography is not used, the payload comprises the application data plain text
exclusively.

Application Data Plain Text

n Byte
Figure 10: Payload format without application layer cryptography (mode 0x00)

When application layer cryptography in one of the confidentiality modes is used, the payload comprises
the application data cipher text instead of the application data plain text.

Application Data Cipher Text

n Byte

Figure 11: Payload format for confidentiality application layer cryptography (modes 0x01, 0x21)

When application layer cryptography in one of the authenticity modes is used, the payload comprises the
application layer signature in addition to the application data cipher text.

Application Data Cipher Text Application Signature

n Byte 4 Byte

Figure 12: Payload format for authenticity application layer cryptography (modes 0x11, 0x31)

When application layer cryptography in one of the agnosticity modes is used, the payload comprises the
application packet counter in addition to the application signature and the application data cipher text.

Application Packet

Counter Application Data Cipher Text Application Signature

3 Byte n Byte 4 Byte

Figure 13: Payload format for agnosticity application layer cryptography (modes 0x41, 0x51)
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5 Glossary

Term

Abbrevation

Description

AES128 counter mode

AES128-CTR

AES128 used in counter mode according [2].

AES128 cipher-based
message authentication code

AES128-CMAC

AES128 based message authentication code

specified in [4].

AES128 electronic code book | AES128-ECB AES128 used with mode electronic code book

mode according [2].

advanced encryption | AES Block cipher algorithm specified in [1]. In case of

standard AES128 AES128 the key size is 128 bit.

application data Is part of the MAC payload that includes the
application data.

application key AppKey The application key is the preshared secret, known
by the end-point and the application center for first
attachment.

application packet counter Counter with a size of 32bit that is only used for
specific application layer cryptography modes.

application session key AppSnKey The application session key is the secret used for the
application security valid for one session.

application session key seed Data block during application session key generation.

vector

application signature Signature  of  application data used for
authentication.

attachment counter Counter with size of 32bit that is incremented on
every attachment. Provided by Network layer.

attachment nonce Input for attachment nonce generation during

initialization vector attachment process.

attachment nonce Truncated result from AES128-CMAC calculation
with a size of 32bit that is used inside application
session key seed vector.

attachment signature Coming from Network layer used for key derivation.

authentication vector Data input for AES128-CMAC to generate
application data signature.

base-station Device to communicate with end-point via RF-Link.

block counter This is a 16 bit value used inside the initialization
vector of AES128-CTR algorithm. This counter is
incremented by one after each encrypted block.

Blueprint Payload format description that describes how
application layer is built.

Cipher-based message | CMAC Cryptographic authentication method specified in

authentication code [4].

ciphertext Result of cipher algorithm like AES.

downlink DL Data flow direction from base station to end-point

end-point EP The end-point is the device communicating with the
base-station via mioty interface. This devices provides
the application service of a sensor or a meter or an
actor or similar.

Extended Unique Identifier EUI Extended Unique Identifier administrated by IEEE. In

EUI64 case of EUI64 the size of the identifier is 64 bit.

initialization vector \Y Basic input for an algorithm as a starting condition.

media access control MAC Sublayer of the Data Link layer of ISO / OSI model.

MAC payload format ID MPF This field with a size of 1 byte indicates the type of

the application protocol.

mioty

See https://mioty-alliance.com

network key

The network key is the preshared secret used for
network level cryptography.
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packet counter

Counter with a size of 32bit that is incremented
before packet generation.

perfect forward secrecy PFS A key handling and derivation concept, where
encrypted data remains protected in the case of a
future breach, leaking cryptographic keys to an
attacker

plaintext Not encrypted application data.

seed vector Initialization data / input for cryptographic algorithm.

session The time distance starting with end-point
attachment to a base station until the end-point is
detached or reattached.

subkey Derived key used in CMAC computation algorithm

uplink UL Data flow direction from end-point to base station.
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6 Annex

6.1 Payload format description example

Table 20 Example message payload

Byte 0o |1 |2 |3 |4 |5 |6 20
Payload | 00 | F3 | FF | FO [ 03 | E7 | 27 22
Data
6.1.1 Blueprint
{
"version":"1.0",
"typeEui":"70ABC5C1F000A123",
"meta":{
"vendor":"BehrTech",
"name":"Smart Sensor",
"hardwareVersion":"1.1",
"firmwareVersion":"2.0"
h
"uplink":[{
"id":0,
"payload":[
{"name":"AccelerationX", "component":"acceleration"},
{"name":"AccelerationY", "component":"acceleration"},
{"name":"AccelerationZ", "component":"acceleration"},
{"name":"Pressure", "component":"pressure"},
{"name":"Humidity", "component":"humidity"},
{"name":"Temperature", "component":"temperature"},
{"name":"Latitude", "component":"latlong"},
{"name":"Longitude", "component":"lationg"},
{"name":"Battery", "component":"battery"}
]
1,
"component": {
"acceleration": {
"size": 16,
"type": "int",
“func": "$/1000",
"unit"; "g",
k
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2

"calibration":{

"tempOffset":0.1,
"pressOffset":1.2

}

6.1.2 Interpretation

Acceleration X:

mioty® Application Layer Specification v1.1.0 29|35
The authors reserve the right to change specifications without notice.



Size: 2 Byte

Byte 2 = 0x00, byte 3 = OxF3
Value: OXO0F3 = 243
Function: $/1000 = 0.243
Unit: g

Result: Acceleration on x axis = 0.243g
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Latitude:

Size: 4 Byte

Byte 13 = Ox1A, byte 14 = 0x06, byte 15 = Ox4F, byte 16 = Ox6E
Value: Ox1A064F6E = 436621166

Function: $/10000000 = 43.6621166

Unit: °

Result: Latitude = 43.6621166°
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6.2 Application session key computation example

Table 21 Example end-point parameters

Parameter Value
EUI6A Ox e0 el e2 e3 ed e5 eb e7
Application key Ox a0 a1l a2 a3 a4 a5 ab a7 a8 a9 aa ab ac ad ae af
Attachment counter 1234 (0x000004d2)
Attachment signature Ox fO f1 f2 3

Attachment nonce initialization vector: Ox e0 el e2 e3 e4 e5 e6 e7 ff 10 00 00 04 d2 ff ff
Attachment nonce: 0x 47 8b 00 88

Application session key seed vector: 0x e0 el e2 e3 e4 e5 e6 e7 47 8b 00 88 fO f1 f2 f3
Application session key: Ox 8e 31 cd al c4 cc 6e 2e al 4c 32 bd 09 07 f4 68
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Application session key computation overview

6.3

In case of PFS

AppKey

Preattachment

\ 4

AppSnKey

OTA attachment

Attachment nonce initialization vector

End Point EUI64 OxFF | 0x10 Attachment Counter OxFFFF
8 Byte 1Byte 1Byte 4 Byte 2 Byte
\ 4
> AES128-CMAC
F from network layer
Truncate
Application session key seed vector /
y
End Point EUI64 Attachment Nonce Attachment Signature
8 Byte 4 Byte 4 Byte
\ 4
» AES128-ECB encrypt
Key
Algorithm
Data

Figure 14 Application session key computation overview
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6.4 Application layer encryption example

Table 22 Example end-point parameters

Parameter Value
EUI64 Ox e0 el e2 e3 e4 e5 eb e/
Application session key 0x 8e 31 cd al cd cc 6e 2e al 4c 32 bd 09 07 4 68
Packet counter 0 (0x00000000)
Application data plain text Ox ab cd ef
Direction Uplink

Counter mode initialization vector: Ox e0 el e2 e3 e4 e5 e6 €7 00 10 00 00 00 00 00 00
Application data cipher text: Ox e4 fc f8

CMAC initialization vector: 0x e0 el e2 e3 e4 e5 e6 e7 00 10 00 00 00 00 ff ff
Application signature: Ox 60 e6 cc 92

Confidentiality mode encryption network payload: Ox e4 fc f8

Authenticity mode encryption network payload: Ox e4 fc f8 60 e6 cc 92
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Application layer encryption overview

6.5

AppSnKey Counter mode initialization vector
— . 0x10
End Point EUI64 0x00 oxi1 Packet Counter Block Counter
8 Byte 1Byte 1 Byte 4 Byte 2 Byte
\ 4
> AES128-CTR < Application Data Plain Text
CMAC initialization vector
. 0x10
End Point EUI64 0x00 oxi1 Packet Counter OxFFFF
8 Byte 1Byte 1Byte 4 Byte 2 Byte
A
Authentication vector
Y Y
Initialization Vector Application Packet Application Data Cipher Text
Counter
16 Byte 3 Byte
€ AES128-CMAC Key
T & Algorithm
Payload for network layer .
Y
Application Packet . . - . Data
Counter Application Data Cipher Text Application Signature
3 Byte 4 Byte
Authenticity and __ Agnosticity
Agnosticity Mode Mode

Figure 15 Application layer cryptography overview
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